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BSN-Care: A Secure IoT-Based Modern Healthcare
System Using Body Sensor Network

Prosanta Gope and Tzonelih Hwang

Abstract— Advances in information and communication tech-
nologies have led to the emergence of Internet of Things (IoT).
In the modern health care environment, the usage of IoT
technologies brings convenience of physicians and patients, since
they are applied to various medical areas (such as real-time
monitoring, patient information management, and healthcare
management). The body sensor network (BSN) technology is
one of the core technologies of IoT developments in healthcare
system, where a patient can be monitored using a collection of
tiny-powered and lightweight wireless sensor nodes. However, the
development of this new technology in healthcare applications
without considering security makes patient privacy vulnerable.
In this paper, at first, we highlight the major security require-
ments in BSN-based modern healthcare system. Subsequently,
we propose a secure IoT-based healthcare system using
BSN, called BSN-Care, which can efficiently accomplish those
requirements.

Index Terms— BSN, data privacy, data integrity,
authentication.

I. INTRODUCTION

THE LAST few decades have witnessed a steady increase
in life expectancy in many parts of the world leading

to a sharp rise in the number of elderly people. A recent
report from United Nations [1] predicted that there will be
2 billion (22% of the world population) older people by 2050.
In addition, research indicates that about 89% of the aged
people are likely to live independently. However, medical
research surveys found that about 80% of the aged people
older than 65 suffers from at least one chronic disease [2]
causing many aged people to have difficulty in taking care
of themselves. Accordingly, providing a decent quality of
life for aged people has become a serious social challenge
at that moment. The rapid proliferation of information and
communication technologies is enabling innovative healthcare
solutions and tools that show promise in addressing the
aforesaid challenges.

Now, Internet of Things (IoT) has become one of the
most powerful communication paradigms of the 21th century.
In the IoT environment, all objects in our daily life become
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part of the internet due to their communication and computing
capabilities (including micro controllers, transceivers for dig-
ital communication). IoT extends the concept of the Internet
and makes it more pervasive. IoT allows seamless interactions
among different types of devices such as medical sensor,
monitoring cameras, home appliances so on. [3], [4]. Because
of that reason IoT has become more productive in several areas
such as healthcare system. In healthcare system, IoT involves
many kinds of cheap sensors (wearable, implanted, and envi-
ronment) that enable aged people to enjoy modern medical
healthcare services anywhere, any time. Besides, it also greatly
improves aged peoples quality of life.

The body sensor network (BSN) technology [5] is one of
the most imperative technologies used in IoT-based modern
healthcare system. It is basically a collection of low-power and
lightweight wireless sensor nodes that are used to monitor the
human body functions and surrounding environment. Since
BSN nodes are used to collect sensitive (life-critical) infor-
mation and may operate in hostile environments, accordingly,
they require strict security mechanisms to prevent malicious
interaction with the system.

In this article, at first we address the several security
requirements in in BSN based modern healthcare system.
Then, we propose a secure IoT based healthcare system using
BSN, called BSN-Care, which can guarantee to efficiently
accomplish those requirements. Therefore, the rest of the
article is organized as follows. In Section II, we present a
list of security parameters which are required to be addressed
in any IoT based healthcare system using BSN. In Section III,
we describe some of the related works in IoT based healthcare
system using BSN. In Section IV, we present our BSN-Care
system and subsequently, in this section, we also so show
how to enforce security in our BSN-Care model to achieve
all the imperative security properties. Security of the pro-
posed scheme is analyzed in Section V. A relevant discussion
based on the performance of the proposed s scheme is pre-
sented in Section VI. Finally, a concluding remark is given
in Section VII. The abbreviations and cryptographic functions
used in this article are defined in the Table I.

II. SECURITY REQUIREMENTS IN IoT BASED

HEALTHCARE SYSTEM USING BSN

Security is one of the most imperative aspects of any
system. People have different perspective regarding security
and hence it defined in many ways. In general, security
is a concept similar to safety of the system as a whole.
Now, the communication in sensor network applications
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TABLE I

NOTATIONS AND CRYPTOGRAPHIC FUNCTIONS

(like BSN) in healthcare are mostly wireless in nature. This
may result in various security threats to these systems. These
are the security issues cloud pose serious problems to the
wireless sensor devices. In this section, we describe the
key security requirements in IoT based healthcare system
using BSN.

A. Data Privacy

Like WSNs, data privacy is considered to be most important
issue in BSN. It is required to protect the data from disclosure.
BSN should not leak patient’s vital information to external
or neighboring networks. In IoT-based healthcare application,
the sensor nodes collect and forwards sensitive data to a coor-
dinator. An adversary can eavesdrop on the communication,
and can overhear critical information. This eavesdropping may
cause severe damage to the patient since the adversary can use
the acquired data for many illegal purposes.

B. Data Integrity

Keeping data confidential does not protect it from external
modifications. An adversary can always alter the data by
adding some fragments or by manipulating the data with in a
packet. This altered data can be forwarded to the coordinator.
Lack of integrity mechanism is sometimes very dangerous
especially in case of life-critical (when emergency data is
altered). Data loss can also occur due to the bad communica-
tion environment.

C. Data Freshness

The adversary may sometimes capture data in transit and
replay them later using old key in older to confuse the
coordinator. Data freshness implies that data is fresh and no
one can replay the old message.

D. Authentication

It is one of the most important requirements in any IoT
based healthcare system using BSN, which can efficiently
deal with the impersonating attacks. In BSN based healthcare
system, all the sensor nodes send their data to a coordinator.
Then the coordinator sends periodic updates of the patient to
a server. In this context, it is highly imperative to ensure both

TABLE II

SECURITY RISKS TO BSN AND CORRESPONDING
SECURITY REQUIREMENTS

the identity of the coordinator and the server. Authentication
helps to confirm their identity to each other.

E. Anonymity

A more satisfactory property of the anonymity is the
untraceability, which guarantees that the adversary can neither
discern who the patient is not can tell apart whether two
conversations originate from same (unknown) patient. Thus,
anonymity hides the source of a packet (i.e. sensor data)
during wireless communication. It is a service that can enable
confidentiality.

F. Secure Localization

Most BSN applications require accurate estimation of the
patient location. Lack of smart tracking mechanism allows an
adversary to send in correct reports about the patient location
by reporting false signal strengths.

Now, in order to ensure a secure IoT-based healthcare
system using BSN, it is highly imperative that the system
should poses all the aforesaid security requirements and
eventually can resist various security threats and attacks like
data modification, impersonation, eavesdropping, replaying
etc. Table II lists the various possible attacks which may
occur in any IoT-based healthcare system using BSN.

III. RELATED WORK AND MOTIVATION

The advancement of BSN in healthcare applications
have made patient monitoring more feasible. Recently,
several wireless healthcare researches and projects have
been proposed, which can aim to provide continuous patient
monitoring, in-ambulatory, in-clinic, and open environment
monitoring (e.g. athlete health monitoring). This section
describes few popular research projects about healthcare
system using body sensor networks.

CodeBlue [6], [7] is a popular healthcare research project
based on BSN developed at Harvard Sensor Network Lab.
In this architecture, several bio-sensors are placed on patient’s
body. These sensors sense the patient body and transmit it
wirelessly to the end-user device (PDAs, laptops, and personal
computer) for further analysis. The basic idea of the CodeBlue
is straightforward, a doctor or medical professional issues
a query for patient health data using their personal digital
assistant (PDA), which is based on a published and subscribed
architecture. Besides, CodeBlue’s authors acknowledge the
need of security in medical applications, but until now security
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is still pending or they intentionally left the security aspects
for future work.

Subsequently, a heterogeneous network architecture named
Alarm-net was designed at the university of Virginia [8]. The
research is specifically designed for patient health monitoring
in the assisted-living and home environment. Alarm-net consist
of body sensor networks and environmental sensor networks.
Besides, the authors have developed a circadian activity
rhythms program to aid context-aware power management and
privacy policies. Furthermore, Alarm-net facilitates network
and data security for physiological, environment, behavioral
parameters about the residents. However, Wood et al. [8] have
pointed out some confidentiality infringement scenarios on
Alarm-net, such as the fact it is susceptible to adversarial
confidentiality attacks, which can leak resident’s location; refer
to [9] for details.

Meanwhile, Ng et al. another BSN based healthcare system
UbiMon [10] was proposed in the department of computing,
Imperial College, London. The aim of this project was to
address the issues related to usage of wearable and implantable
sensors for distributed mobile monitoring. Although Ng et al.
proposed and demonstrated the ubiquitous healthcare monitor-
ing architecture, it is widely accepted that without considering
the security for wireless healthcare monitoring, which is a
paramount requirement of healthcare applications, according
to government laws [11].

In 2006, Chakravorty designed a mobile healthcare project
called MobiCare [12]. MobiCare provides a wide-area
mobile patient monitoring system that facilitates continuous
and timely monitoring of the patients physiological status.
Although, Chakravorty acknowledged the security issues in
MobiCare, but only addressing security issues are not suffi-
cient for real-time healthcare applications. Thus, security and
privacy is still not implemented in MobiCare healthcare moni-
toring or may have been left out for future work. Nevertheless,
there are many security issues such as secure localization,
anonymity, etc, have not even mentioned in MobiCare system.

Recently, a new system designed at Johns Hopkins
University named Median, especially designed for patient’s
monitoring in hospital and during disaster events was
reported [13]. It comprises multiple physiological monitors
(called PMs), which is battery powered motes and equipped
with medical sensors for collecting patients’ physiological
health information’s (e.g. blood oxygenation, pulse rate, etc.).
In their description of Median its author acknowledged the
need for encryption for PMs, however they did not mention
which crypto-system has been used for data privacy and how
they have checked the integrity of the received data. Thus,
although the authors included some of the security properties
to Median, their study did not reveal much information about
their security implementation.

As we have seen, all the above ongoing healthcare monitor-
ing projects enable automatic patient monitoring and provide
potential quality of the healthcare without disturbing patient
comfort. All the projects focus on the reliability, cost effective-
ness and power consumption of their prototypes, but although
most of the healthcare projects mentioned above addresses the
requirement for security and privacy for sensitive data, only a

few embed any security. Besides, none of the above projects
addressed all the security requirements and their implication,
which is greatly imperative for critical applications. Hence,
it can be argued that security and privacy have not been
investigated in much depth, and challenges still remain for
real-time wireless healthcare application. These are the facts,
greatly inspired us to propose a secure IoT based healthcare
system using BSN, in which we will clearly demonstrate that
how easily and efficiently to achieve all the aforesaid security
requirements.

IV. SECURE IoT-BASED HEALTHCARE

SYSTEM USING BSN (BSN-CARE)

Body Sensor Network (BSN) allows the integration of
intelligent, miniaturized low-power sensor nodes in, on
or around human body to monitor body functions and
the surrounding environment. It has great potential to
revolutionize the future of healthcare technology and attained
a number of researchers both from the academia and industry
in the past few years. Generally, BSN consists of in-body and
on-body sensor networks. An in-body sensor network allows
communication between invasive/implanted devices and base
station. On the other hand, an on-body sensor network allows
communication between non-invasive/wearable devices and
a coordinator. Now, our BSN-Care (shown in Fig. 1) is a
BSN architecture composed of wearable and implantable
sensors. Each sensor node is integrated with bio-sensors
such as Electrocardiogram (ECG), Electromyography (EMG),
Electroencephalography (EEG), Blood Pressure (BP), etc.
These sensors collect the physiological parameters and
forward them to a coordinator called Local Processing
Unit (LPU), which can be a portable device such as PDA,
smart-phone etc. The LPU works as a router between the BSN
nodes and the central server called BSN-Care server, using the
wireless communication mediums such as mobile networks
3G/CDMA/GPRS. Besides, when the LPU detects any abnor-
malities then it provides immediate alert to the person that
wearing the bio-sensors. For example, in general BP less than
or equal to 120 is normal, when the BP of the person reaches
say 125, the LPU will provide a gentle alert to the person
through the LPU devices (e.g. beep tone in a mobile phone).

When the BSN-Care server receives data of a person (who
wearing several bio sensors) from LPU, then it feeds the BSN
data into its database and analyzes those data. Subsequently,
based on the degree of abnormalities’, it may interact with the
family members of the person, local physician, or even emer-
gency unit of a nearby healthcare center. Precisely, considering
a person (not necessarily a patient) wearing several bio sensors
on his body and the BSN-Server receives a periodical updates
from these sensors through LPU. Now, our BSN-Care server
maintains an action table for each category of BSN data
that it receives from LPU. Table III denotes the action table
based on the data received from BP sensor, where we can
see that if the BP rate is less than or equal to 120 then the
server does not perform any action. Now, when the BP rate
becomes greater than 130, then it informs family members
of the person. If the BP rate becomes greater than 145 and
there is no one attending the call in family, then the server
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Fig. 1. Secure IoT-based modern healthcare system using BSN.

TABLE III

EXAMPLE OF ACTION TABLE USING BP DATA

will contact the local physician. Furthermore, if the BP rate
of the person cross 160 and still there is no response from
the family member or the local physician then the BSN-Care
server will inform an emergency unit of a healthcare center
and securely provides the location of the person. Here, the
response parameters “FR” (Family Response), “PR” (Physi-
cian Response), and “ER” (Emergency Response) are the
Boolean variables, which can be either true (T) or false (F).
If the value of any response parameter is false, then the server
repeats its action. For example, when the family response
parameter “FR: F”, then the server repeatedly call his family
members. Once, the family members of the concern person
pick-up the call, then the value of the family response para-
meter (FR) will become true i.e. “FR: T”. Now, if “FR:F”
and BP > 130 then the BSN-Care server will call the local
physician. In case, when the physician also does not respond
to the server’s call, then the value of the physician response
parameter “PR” will stay in false. In this regard, the server
will repeatedly call both the family members and the the
physician. Unless any of the response parameter (FR, PR)
value becomes true. Meanwhile, if “FR: F”, “PR: F” and
BP > 160, then the BSN-Care server immediately inform
to the emergency unit of a healthcare center nearest to the

concern person. Once the emergency unit responds, then the
value of the emergency response parameter “ER” will become
true i.e. “ER: T”. It should be noted that, our BSN-Care system
is not only designed for the patient, instead of that it can
be useful for providing a decent quality of life for the aged
people.

V. ENFORCEMENT OF SECURITY IN BSN-CARE SYSTEM

We divide the all security requirements (mentioned
above) into two parts: network security, and data security.
Network security comprises authentication, anonymity, and
secure localization. On the other hand, data security includes
data privacy, data integrity, and data freshness. Now, to the
best of the knowledge there is no two-party authentication
protocol which can achieve all the aforesaid properties of the
network security. Hence, in order to achieve all the network
security requirements here we propose a lightweight anony-
mous authentication protocol. Subsequently, to accomplish all
the data security requirements we adopt OCB authenticated
encryption mode.

A. Lightweight Anonymous Authentication Protocol

In our BSN-Care system, when a LPU wants to send the
periodical updates to BSN-Care server, then the server needs
to confirm the identity of LPU using a lightweight anony-
mous authentication protocol. In this section we describe our
anonymous authentication protocol in details. Our proposed
authentication protocol consists of two phases: In Phase 1, the
BSN-Care server issues security credentials to a LPU through
secure channel, this phase is called registration phase. The next
phase of the proposed authentication protocol is the anony-
mous authentication phase, where before data transmission
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from the LPU to BSN-Care server, both the LPU and the
server will authenticate each other. So, the objective of our
proposed lightweight authentication scheme are as follows:

• To achieve mutual authentication property.
• To achieve anonymity property.
• To achieve secure localization property.
• To defeat forgery attacks.
• To reduce computation overhead.
1) Phase I (Registration Phase): A LPU submits its

identity I DL to the BSN-Care server through a secure
channel. After receiving the request from LPU, the
server generates a random number Ns and then computes
Kls = h(I DL || Ns )⊕ I DS . Subsequently, the server generates
a set of unlinkable shadow-IDs SI D = {sid1, sid2, . . .},
where for each sid j ∈ SI D, the server computes sid j =
h(I DL ||r j ||Kls). Then the server also randomly generates a
set of emergency keys Kem = {kem1, kem2 ,....}, each corre-
sponds to a particular sid j ∈ SI D. Hereafter, the server
generates a track sequence number T rSeq , which is basically a
sequence number of 32-bit. This sequence number is randomly
generated. Precisely, for each request of the LPU, the server
generates random number m and then sets T rSeq = m and
subsequently sends T rSeq to the LPU and keeps a copy in
its database, in which the server can see the most recent
track sequence number for each LPU I DL registered into
the system. This sequence number can be used to speed up
the authentication process as well as to prevent any replay
attempt from any adversary, where by seeing the T rSeq and
comparing it with the stored value of its database, the server
can comprehend the LPU. Here, we assume that each person
wearing bio-sensor for monitoring the abnormality of any of
the organ, maintain a LPU with unique identity I DL .

Now, during the execution of the anonymous authentication
phase, if the T rSeq provided by the LPU does not match with
the stored value of the BSN-Care server. Then the server will
immediately terminate the connection. In that case, the LPU
will be asked to use it’s one of the unused pair of shadow
identity sid j ∈ SI D and emergency key kem j ∈ Kem . Once a
pair of (sid j , kem j ) is used up, then that must be deleted from
the list by both the LPU and the server. Now, at the end of the
registration phase, the server securely sends {Kls , (SI D,Kem),
T rSeq , h(.)} to the LPU through the secure channel and then
it stores a copy of I DL , Kls , (SI D, Kem), and T rSeq in its
own database for further communication.

2) Phase II (Lightweight Anonymous Authentication
Protocol): This phase achieves goals of mutual authentication
among the LPU, and the server by preserving anonymity,
and secure localization. This phase consists of the following
steps:

Step 1: MA1: LPU → Server: {AI DL , Nx , TrSeq(I f req.),
E L, V1}:

The LPU generates a random number Nl and derives
AI DL = h(I DL ||Kls ||Nl ||T rSeq), E L = L AIl ⊕ h(Kls ||Nl),
Nx = Kls ⊕ Nl , V1 = h(Nl ||L AIl ||Kls). Finally, the LPU
forms a request message MA1 and then sends it to the BSN-
Care server. Here, L AIl is the location area identifier of the
base station, which represents the physical connection between
the LPU and the base station of a mobile network and it will

be used to provide secure localization. Note that, in case of
loss of synchronization, the LPU needs to choose one of the
unused pair of (sid j , kem j ) and subsequently, assigns the sid j

as AI DL i.e. AI DL = sid j and then assigns kem j as Kls .
In that case, LPU will not send any track sequence number
TrSeq in MA1 .

Step 2 MA2 : Server → LPU: {T r , V2, x(i f req.)}:
Upon receiving the request message from the LPU, the

server at first checks the track sequence number TrSeq is
valid or not and simultaneously also computes and checks
whether the parameters V1, AI DL , and L AIl are valid or
not. If so, then the server generates a random number m
and assigns T rSeqnew = m. Subsequently, the server computes
Tr = h(Kls ||I DL ||Nl)⊕T rSeqnew , V2 = h(Tr ||Kls ||I DL ||Nl )
and forms a response message MA2 and sends it to the LPU.
Finally, the server computes Klsnew = h(Kls ||I DL ||T rSeqnew)
and updates its database with TrSeq = T rSeqnew , Kls = Klsnew .
If any of the parameter is invalid then the server terminates
the connection request.

Note that, in case if the server cannot find any T rSeq in
MA1 , then the server will validate the AI DL first, where the
system will try to recognize the sid j in AI DL . If so, then only
the system (BSN-Care server) will proceed for any further
computation and at the send it randomly generates a new
shared key i.e. Klsnew and encodes it by using the emergency
key kem j (used on that particular transaction) and the real
identity of the LPU I DL , i.e. x = Ktsnew ⊕ h(I DL ||kem j )
and sends the x with the other response parameters in MA2 .

Now, after receiving the response message MA2 the LPU at
first computes h(Tr ||Kls ||I DL ||Nl ) and then verifies whether
it is equals to V2 or not. If so, then the LPU derives T rSeqnew =
h(Kls ||I DL ||Nl )⊕T r , Klsnew = h(Kls ||I DL ||TrSeqnew) and
subsequently updates and stores T rSeq = T rSeqnew ,
Kls = Klsnew for further communication. The pictorial
description of the protocol is shown in Fig. 2.

Note that, in our BSN-Care system when a sensor needs
to send some BSN data to LPU. In that case, we assume that
both the sensor and the LPU can connect each other through
the password-based conventional bluetooth authentication
process [18]. However, our proposed lightweight two-party
authentication scheme can also be used during the verification
process between a sensor node and LPU.

B. Data Security in BSN-Care System

Data security is of the continuous concern in a health-
care infrastructure like BSN-Care. In fact several open ques-
tions remain. How safe and dependable are these clinical
devices that are worn or implanted? How we can ensure that
BSN-Care server received the unaltered data from LPU? How
do we ensure data security in body sensor network?. For
instance, a bio sensor sending ECG signal of a patient is
error’ed or altered such that wrong diagnosis and treatment
are prescribed which may cause even death. Such issues are
required to be considered. Now, in order to accomplish data
privacy, data integrity, and the data freshness with the reason-
able computational overhead, here we adopt an authenticated
encryption scheme offset codebook (OCB) mode. OCB is
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Fig. 2. Lightweight anonymous authentication protocol.

well-suited for expeditious and secure data communication,
where only encryption can guarantee both the secrecy and
integrity of the data in a single pass without any additional
cryptographic primitive like hash function, MAC, CRC sup-
port. Hence, OCB is also well-suited for the energy con-
strained sensor or LPU devices. In this subsection we briefly
review the OCB authenticated encryption mode.

OCB: It is a block-cipher mode of operation that features
authenticated encryption, which is provably secure and is
parametrized on a block cipher of block size n and a tag
of τ , where τ is defined such that an adversary is able
to forge a valid cipher-text with the probability of 2−τ .
OCB operates as follows. Let D be the arbitrary length data
needs to be encrypted and authenticated, K be the encryption
key, and N , be a non-repeating nonce. Encryption oracle of
OCB takes in D, K , and N , and generates the cipher-text
core C . Concurrently, using the plain-text data D; OCB gener-
ates the cipher-text C and the Tag of length τ . Now, this output
pair (C , T ag) is sent to the receiving end. After receiving
(C , T ag), the receiving end performs reverse operation on C
to arrive at plain-text data D. Then the receiver ensures that
the T ag is as expected. If the receiver computes different T ag
than the once in the cipher-text, the cipher-text is considered to
be invalid. In this way, if the data D is divided into n blocks,
then OCB needs only n + 1 encryption to support both the
privacy and integrity. Note that, apart from data privacy and
integrity, OCB also ensures the freshness of the received data
by using the incremental interface � where the Init (N) is
the initial value for �. This incremental interface always

provides a new incremental value like a counter, which is
provided through a incrementing function. Therefore, it is
greatly imperative that both the sender and receiver need to
use a different nonce N for each communication, it must not
be repeated . For details on OCB, we refer the following
paper [14].

Now, in our BSN-Care system, when sensor nodes send data
to the LPU unit then they need to use OCB encryption mode
with fresh nonce N and the shared key K , between the sensor
nodes and the LPU. Similarly, when LPU sends the periodical
updates of the sensor data then LPU also needs to use OCB
mode with a fresh nonce and the updated shared key Kls

between the LPU and the BSN-Care server for encipher the
periodic data. Therefore, when the LPU receives the data from
any sensor node then apart from privacy it can also check the
integrity and freshness of the data. Similarly, the BSN-Care
server receives the periodic updates from LPU then it can
checks the privacy, integrity, and the freshness of the received
data.

VI. SECURITY ANALYSIS

In this section, we demonstrate that our proposed BSN-Care
system can satisfy all the essential security requirements of IoT
based healthcare system using BSN.

A. SR1: Accomplishment of the Mutual Authentication

Proof: In our proposed scheme, the BSN-Care server
authenticates the LPU by verifying the one-time-alias
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identity AI DL , the track sequence number T rSeq , and the
parameter V1 in the request message of MA1 , where only
a legitimate LPU can form a valid request message MA1 .
Besides, in case of loss of synchronization, server will authen-
ticate the LPU by using the unused shadow identity sid j

in AI DL and the value of the request parameter V1, which
must be equal to the h(Nl ||L AIl ||Kls). On the other hand,
the LPU can authenticate the legitimacy of the BSN-Care
server by using the parameter V2, which must be equal to
the h(T r ||Kls ||I DL ||Nl ). In this way, our proposed BSN-Care
system satisfy the mutual authentication property.

B. SR2: Accomplishment of the Anonymity

Proof: In our proposed scheme, both the shadow identity
with the emergency key pair and one-time-alias identity with
track sequence number can resolve the issues like anonymity
and untraceability. However, since the usage of (shadow-
ID, emergency key) pair in each round may cause excessive
storage cost in both the LPU and BSN-Care server. Therefore,
the concept of (shadow-ID, emergency key) pair we only use
for dealing with de-synchronization or DoS attack, which may
occur because of loss of synchronization between the LPU
and the server. That can be comprehended, if the response
message MA2 has been interrupted, so the LPU cannot receive
message within a specific time period. In that case, only
a reasonable number of (shadow-identities, emergency keys)
pair are required to be stored. Besides, it should be noted
that, during the execution of our anonymous authentication
process, none of the parameter in the request message MA1 is
allowed to send twice. This approach of the proposed scheme
is quite effective for privacy against eavesdropper (PAE) [16]
to achieve.

C. SR3: Accomplishment of the Secure Localization

Proof: In healthcare applications, the estimation of the
patient’s location is very important. In real-time applications,
a lack of smart tracking approach may allow an attacker to
send the incorrect location by using false signals [15]. Our
proposed anonymous authentication scheme can easily resolve
this issue. When the BSN-Care server wants to know the
patient location, then it will use the encoded location area
identity i.e. E L, the server at first decodes the L AIl from it
i.e. L AIl = E L ⊕ h(Kls ||Nl ),. which represents the physical
connection between the LPU and the base station of a mobile
network. Subsequently, the server will also ask the base station
to provide its identity i.e. L AIl . Then the server needs to verify
whether the L AIl provided by the base station, is it equals to
the L AIl in E L or not. If the verification is successful then
the sever believes the legitimacy of the base station. In other
words, the signal is not false. Hereafter the server can easily
locate the LPU by using the L AIl , and eventually can reach
the person having BSN.

D. SR4: Resistance to Replay and Forgery Attacks

Proof: Having intercepted previous communication, the
attacker can replay the same message of the receiver or the

sender to pass the verification process of the system. In our
proposed authentication protocol, none of the parameter in the
request message MA1 can be sent twice. Hence, if the attacker
tries to intercept and resend the same request message, then by
using the most recent track sequence number or a valid shadow
identity, the server can easily detect it. In similar way, if the
attacker attempts to send the same response message MA2 to
the LPU, then the LPU can easily comprehend that. In that
case, the value of the parameter V2 will not be equal to the
h(T r ||Kls ||I DL ||Nl ). In this way our proposed anonymous
authentication protocol can resist replay attacks.

Now, an attacker may also attempt to intercept and modify
any previous legal message of the LPU to pass the verification
process of the server. In that case, the attacker needs to
construct a valid request message MA1 with a valid track
sequence number to pass the server’s verification. However, to
do that, he/she needs to extract the most recent track sequence
number from T r , i.e. T r = h(Kls ||I DL ||Nl ) ⊕ T rSeqnew and
the attacker also needs to know the secret shared key Kls ,
which is quite impossible for him/her to figure out these
are the unknown secrets and without prior knowledge of the
the attacker cannot convince the server. On the other hand,
the attacker may masquerade as server to gain the benefits.
In that case, the attacker needs to form a valid response
message MA2 and for that also he/she needs to know the secret
key Kls . In this way, our proposed scheme can resist forgery
attacks.

E. SR5: Accomplishment of the Data Security

Proof: As we mentioned before that data security comprises
of the data privacy, data integrity, and data freshness. Due
to the broadcast nature of the sensor network and wireless
communication, the BSN data could easily be altered and
replayed by the adversary; this cloud be dangerous in the
case of life-critical events. OCB based data encryption can
satisfy all the three properties of the data security, where any
alternation of data and any replay attempt by an adversary can
easily be detected using tag, which is unforgeable.

VII. PERFORMANCE ANALYSIS AND COMPARISON

The purpose of the proposed scheme is to resolve sev-
eral security issues existing in BSN based healthcare system
and also to guarantee reasonable computational overhead.
In this section, we compare our proposed BSN-Care healthcare
system with the state of the art BSN based healthcare sys-
tems [8], [13] to manifest the advantages of the proposed
scheme. Now, even though all the existing state-of-the-art
BSN based healthcare solutions [6], [8], [10], [12], [13]
addressed the requirement for security and privacy for the
sensitive data, but only two of them i.e Alarm-net [8] and
Median [13] embedded any security. Therefore, in order to
analyze the performance of the proposed scheme especially
on the security front, our proposed scheme has been compared
with [8] and [13] in terms of the various security requirements
of the BSN based healthcare system. From Table IV, it is clear
that the proposed BSN-Care healthcare system can satisfy all
the security requirements of the BSN based healthcare system.
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TABLE IV

PERFORMANCE BENCHMARKING BASED ON SECURITY REQUIREMENTS

In contrast, even though both the AES-CBC encryption and
CBC-MAC, used in Alarm-net and Median consider the
requirement of a secure authentication scheme, but which
authentication protocol they have used still unknown. Besides,
none of them [6], [8], [10], [12], [13] has considered the
properties like anonymity, secure localization, etc. which are
greatly important. To the best of our knowledge, this is
the first lightweight anonymous authentication protocol [19]
for IoT based healthcare system that can guarantee all the
imperative features (e.g. mutual authentication, strong user
privacy preservation, secure localization) of network security.

Now, as far as the data security is concerned, Alarm-net
uses the AES-CBC encryption mode and CBC-MAC in order
to ensure data privacy and the data integrity, respectively.
Whereas, it is still unknown how the Median checks the
authenticity of the received data and which crypto-system
has been used for data confidentiality. In our proposed
BSN-Care healthcare system, we use OCB for ensuring the
all the requirements of the data security. Here we show that
our OCB-based data security approach causes significantly less
computational overhead as compared AES-CBC encryption
with CBC-MAC. In order to ensure privacy and integrity of
the data D, divided into n blocks, our OCB based data security
approach needs

⌈ |D|
n

⌉
+ 1 block cipher calls, whereas for

the same purpose AES-CBC encryption and CBC-MAC, used
in Alarm-net requires 2 ∗

⌈ |D|
n

⌉
+ 1 to 2 ∗

⌈ |D|
n

⌉
+ 4 block

cipher calls. In our proposed system, LPU plays a major role.
It collects the sensor data and securely sends to the BSN-Care
server. As we stated before that LPU can be a smartphone,
or PDA. Now, in order to analyze the performance of
the OCB-based data security approach with respect to the
data security approach adopted in Alarm-net more precisely,
here we simulate the AES-CBC block encryption and the
AES-OCB block encryption environments using Java Crypto-
graphic Extension (JCE) [17] on a smart phone of HTC Desire
(considered as LPU in our BSN-Care System) with 0.72 GHZ
Arm Cortex-A8 CPU and Li-Ion 1230 mAh battery as a
testbed. The smartphone runs Android 2.2 mobile operating
system that supports a subset of java core libraries, and in
which we also install JCE. Now, using JCE with the support
of the java core libraries we calculate the CPU cycles and
execution time for each 128-bit block encryption. Section.
Here, we take a 1024-bit of data size which is divided into
eight 128-bit blocks, where each block cipher in AES-CBC
takes 7.56 × 102 CPU cycles and execution time for each
128-bit block encryption of AES-CBC is 10.5 × 10−4 msec.
Therefore, for ensuring both the privacy and integrity of the

Fig. 3. Performance benchmarking based on CPU cycles.

Fig. 4. Performance benchmarking based on execution time.

data size of 1024-bit using CBC encryption and CBC-MAC,
respectively, the minimum computational cost and execution
time that the system takes is 128.52 × 102CPU cycles and
178.5 × 10−4 msec respectively [20]. On the other hand, for
the same purposes, the OCB based security approach requires
only 55.12 × 102 CPU cycles and 76.55 × 10−4msec, respec-
tively, where for each block-cipher call in AES-OCB takes
6.89 × 102CPU cycles. Therefore, OCB-based data security
approach used in our proposed BSN-Care system causes less
than half computational overhead and execution time as com-
pared to Alerm-net, which is greatly useful for the resource
constrained sensor devices. The details of the comparison is
shown in Figure 3 and Figure 4.

VIII. CONCLUSION

In this article, at first we have described the security and
the privacy issues in healthcare applications using body sensor
network (BSN). Subsequently, we found that even though most
of the popular BSN based research projects acknowledge the
issue of the security, but they fail to embed strong security
services that could be preserve patient privacy. Finally, we
proposed a secure IoT based healthcare system using BSN,
called BSN-Care, which can efficiently accomplish various
security requirements of the BSN based healthcare system.

ACKNOWLEDGMENTS

The idea of BSN-Care has been successfully implemented
at ISLAB, NCKU. The authors would like to thank



1376 IEEE SENSORS JOURNAL, VOL. 16, NO. 5, MARCH 1, 2016

Lee Chen Chang and Nieh Sheng Hung for their assistance
in implementing our BSN-Care system. Finally, they
also would like to sincerely thank the associate editor
Subhas Mukhopadhyay and the anonymous referees for all
their constructive suggestions.

REFERENCES

[1] World Population Ageing 2013, United Nations, New York, NY, USA,
2013, pp. 8–10.

[2] R. Weinstein, “RFID: A technical overview and its application to the
enterprise,” IT Prof., vol. 7, no. 3, pp. 27–33, May/Jun. 2005.

[3] P. Gope and T. Hwang, “Untraceable sensor movement in distributed
IoT infrastructure,” IEEE Sensors J., vol. 15, no. 9, pp. 5340–5348,
Sep. 2015.

[4] P. Gope and T. Hwang, “A realistic lightweight authentication protocol
preserving strong anonymity for securing RFID system,” Comput. Secur.,
vol. 55, pp. 271–280, Nov. 2015.

[5] P. Kumar and H.-J. Lee, “Security issues in healthcare applications using
wireless medical sensor networks: A survey,” Sensors, vol. 12, no. 1,
pp. 55–91, 2012.

[6] D. Malan, T. Fulford-Jones, M. Welsh, and S. Moulton, “CodeBlue:
An ad hoc sensor network infrastructure for emergency medical care,”
in Proc. MobiSys Workshop Appl. Mobile Embedded Syst. (WAMES),
Boston, MA, USA, Jun. 2004, pp. 1–8.

[7] K. Lorincz et al., “Sensor networks for emergency response: Challenges
and opportunities,” IEEE Pervasive Comput., vol. 3, no. 4, pp. 16–23,
Oct./Dec. 2004.

[8] A. Wood et al., “ALARM-NET: Wireless sensor networks for assisted-
living and residential monitoring,” Dept. Comput. Sci., Univ. Virginia,
Charlottesville, VA, USA, Tech. Rep. CS-2006-01, 2006.

[9] S. Pai et al., “Confidentiality in sensor networks: Transactional infor-
mation,” IEEE Security Privacy Mag., vol. 6, no. 4, pp. 28–35,
Jul./Aug. 2008.

[10] J. W. P. Ng et al., “Ubiquitous monitoring environment for wearable
and implantable sensors (UbiMon),” in Proc. 6th Int. Conf. Ubiquitous
Comput. (UbiComp), Nottingham, U.K., Sep. 2004, pp. 1–2.

[11] Office for Civil Rights. United State Department of Health and
Human Services Medical Privacy. National Standards of Protect
the Privacy of Personal-Health-Information. [Online]. Available:
http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/index.
html, accessed Jun. 15, 2011.

[12] R. Chakravorty, “A programmable service architecture for mobile med-
ical care,” in Proc. 4th Annu. IEEE Int. Conf. Pervasive Comput.
Commun. Workshop (PERSOMW), Pisa, Italy, Mar. 2006, pp. 531–536.

[13] J. Ko et al., “MEDiSN: Medical emergency detection in sensor net-
works,” ACM Trans. Embed. Comput. Syst., vol. 10, no. 1, pp. 1–29,
Aug. 2010.

[14] P. Rogaway, M. Bellare, and J. Black, “OCB: A block-cipher mode of
operation for efficient authenticated encryption,” ACM Trans. Inf. Syst.
Secur., vol. 6, no. 3, pp. 365–403, Aug. 2003.

[15] T. Hwang and P. Gope, “Provably secure mutual authentication and
key exchange scheme for expeditious mobile communication through
synchronously one-time secrets,” Wireless Pers. Commun., vol. 77, no. 1,
pp. 197–224, Jul. 2014.

[16] P. Gope and T. Hwang, “Enhanced secure mutual authentication and
key agreement scheme preserving user anonymity in global mobile
networks,” Wireless Pers. Commun., vol. 82, no. 4, pp. 2231–2245,
Jun. 2015.

[17] Oracle Technology Network. Java Cryptography Architecture (JCA).
[Online]. Available: http://docs.oracle.com/javase/6/docs/technotes/
guides/crypto/CrypoSpec.html, accessed Apr. 25, 2015.

[18] A. Kumar, N. Saxena, G. Tsudik, and E. Uzun, “Caveat eptor: A com-
parative study of secure device pairing methods,” in Proc. IEEE Int.
Conf. Pervasive Comput. Commun. (PerCom), Mar. 2009, pp. 1–10.

[19] P. Gope and T. Hwang, “Lightweight and energy-efficient mutual
authentication and key agreement scheme with user anonymity for
secure communication in global mobility networks,” IEEE Syst. J.,
doi: 10.1109/JSYST.2015.2416396, 2015.

[20] T. Hwang and P. Gope, “IAR-CTR and IAR-CFB: Integrity aware
real-time based counter and cipher feedback modes,” in Security and
Communication Networks. New York, NY, USA: Wiley, 2015.

Prosanta Gope received the M.Tech. degree in
computer science and engineering from the National
Institute of Technology, Durgapur, India, in 2009.
He is currently pursuing the Ph.D. degree in com-
puter science and information engineering with
National Cheng Kung University, Tainan, Taiwan.
His research interests include authentication, authen-
ticated encryption, security in mobile communica-
tion, and cloud computing.

Tzonelih Hwang received the M.S. and Ph.D.
degrees in computer science from the University
of Southwestern Louisiana, USA, in 1988. He is
currently a Distinguished Professor with the Depart-
ment of Computer Science and Information Engi-
neering, National Cheng Kung University, Tainan,
Taiwan. He has actively participated in several
research activities, including a Research Scientist
with the Center for Advanced Computer Studies,
University of Southwestern Louisiana. He is also a
Member of the Editorial Board of some reputable

international journals. He has authored over 250 technical papers and holds
five patents. His research interests include network and information security,
access control systems, error control codes, security in mobile communication,
and quantum cryptography.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


